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PROVIDING UNJUST BENEFITS THROUGH THE 
INTERVENTION TO INFORMATION SYSTEM
Information Technologies had made essential alterations in almost every aspect and area of our lives. Along with 
those solid changes, appearance of new crime definitions had become inevitable. One of those newly aroused crimes 
is “hindrance or destruction of the system, deletion or alteration of data” designated under the heading of cybercrimes 
in Article 244 of the Turkish Criminal Code numbered 5237 (TCC). 

The acts constitute the aforementioned crime are as follows: (i) blocking of an information system’s activity with 
outside intervention; (ii) ruining the activity of thereto till it cannot function anymore; (iii) ruining the content or 
configuration of the data in the information system by an alien intervention; (iv) destroying the system wholly; (v) 
modifying the system; (vi) rendering the system’s status inaccessible; and (vii) placing additional data to the system or 
sending the existing data outside.

By committing the aforementioned acts, inter alia, in case the perpetrator had gained unjust benefit either on behalf of 
herself/himself or anyone, the acts as such are more severely punished in accordance with Article 244/4 of the TCC, 
unless the aforementioned acts do not constitute such another crime. However, as a consequence, there has to be a 
solid damage in regard of the victim or sufferer. Besides, there exists a gap in the TCC as to whether this damage is 
material or moral.

Everyone committing the aforesaid acts who gains unjust benefit could be a perpetrator in such crime. However, 
unless the legal entity suffer damage, they could be considered as the “injured party as a result of crime”, but it is 
not possible for the legal entities as being “perpetrator”. However, it is stipulated that it is only possible to implement 
the security measures for the crimes committed within the legal entities in accordance with the principle of individual 
criminal liability.

In practice, the crime of providing unjust benefits through the intervention to information system or data is aroused as 
money transfers from bank accounts of the individuals after obtaining the internet banking passwords of them. At this 
point, it should be noted that this crime is confused with fraud and theft. The main point distinguishes the aforesaid 
crime from fraud is that there is no fraudulent act addressed to individuals while providing unjust benefits.

For instance, the Court of Appeals ruled that the following act of an employee falls within the scope of the TCC 244/4: 
transferring money by obtaining the company’s internet banking password to her/his bank account opened with fake 
ID information.

The Article 244/4 of TCC has a very limited application area. The primary reason for such limited application is that 
its distinction with theft or fraud is not certain and clear. However, direct definition of the crimes in this context and 
prioritization of the crimes in practice are the vital requirements of our age along with the development of information 
technologies.
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About our firm
Gokce Attorney Partnership is an Istanbul-based law firm offering  legal services across 
a broad range of practice areas including mergers and acquisitions, joint ventures, 
private equity and venture capital transactions, banking and finance, capital markets, 
insurance, technology, media, telecoms and internet, e-commerce, data protection, 
intellectual property, regulatory, debt recovery, real property, and commercial litigation. 
Please visit our web site at www.gokce.av.tr for further information on our legal staff 
and expertise.
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OBJECTION! is prepared and published for general informative purposes only and does not constitute 
legal advice or create an attorney-client relationship. Should you wish to recevie further information, 
please contact Gokce Attorney Partnership. No content provided in OBJECTION! can be reproduced or 
re-published without proper attribution or the express written permission of Gokce Attorney Partnership. 
While all efforts have been made to ensure the accuracy of the content, Gokce Attorney Partnership does 
not guarantee such accuracy and cannot be held liable for any errors in or reliance upon this information. 
OBJECTION! was created for clients of Gokce Attorney Partnership and the possibility of circulation 
beyond the firm’s clientele should not be construed as advertisement.

Answers. Not theories.
Gokce Attorney Partnership

Editors:

Av. Mehmet Topluyıldız
mehmet.topluyıldız@gokce.av.tr

Av. Dr. Erkan Sarıtaş
erkan.sarıtas.@gokce.av.tr

Av. Hazal Algan
hazal.algan@gokce.av.tr

Av. Ozan Can Özbalçık
ozan.can.ozbalcık@gokce.av.tr


